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der management of a copyright control program, [performing the steps of:] decrypting said 
encrypted digital data into decrypted digital data)";] , and performing at least one of the steps of: 

whenfcaki user displays said decrypted digital data, displaying said decrypted digital 
dat£ using said display penrnN^ey; 

when said user edits saj^decrypted digital data, editing said decrypted digital data 
using said edit permit key; 

when said u^r stores said decrypted digital data, storing said decrypted digital data 
using said storage permit key; 

when said user copie^iS decrypted digital data, copyiiig^said decrypted digital data 
using said copy permit key; 

when said user transfers said decrypted digital data, transferring said d^ypted digital 
data using said transfer permit key. 





H-4r4Amended) A method for cprifrolling copyrights of digital data comprising the steps 



of: 




supplying encrypted digitaLjiata from a database to a user; 

in response to a request by^ said userT^supglying [a] at least one utilization permit key 
including a crypt key for said digital dat^ffbm a key contror&enter to said user, said utilization 

;e permit key, 

a copy permit key A and a transfer permit key; and 



permit key comprising at least one<5i a display permit key, an edit permit keyTal 
^ and a trafisfer j 
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ider management of a copyright control program, [performing the steg^dfT] decrypting said 
encrypted di^k^l data into decrypted digital data[:] « and perfoimiff^t least one of the steps of: 
when sateL^ser displays said decrypted djgifal data, displaying said decrypted digital 
data using said display permit k£> 

when said user edits saicjx^ecrypted digital data, editing said decrypted digital data 
using said edit permit key; 

when said/t^er stores said decrypted di^it^l data, encrypting [and storing] said 
decrypted digital data ^knd storing said encrypted digital data usin^aid storage permit key; 

wHen said user cpjnes said decrypted digital data, encrypting [and copying] said 
decrypted d^ital data and<5opying said encrypted digital data using said copy^rmit key; and 

when said user transfers said decrypted digital data, encrypting [and tran^tring] said 
decrypted digital data and transferring said encrypted digital data using said transfer permit 




user; 



!7-fr *mMl'H1) A irrt hH f" r ^ntTvViiirm rop^ahto^f rii aital 4^ comprising the ste ps of:^ 
supplying encrypted digital data from a database to a user; 

in response to a^squest by said user^upplying a crypt key from a key control center to said 



ito decrypted digital data using said crypt key; and 



decrypting said encrypted digital 
performing at least one of the steps of: 

displaying said decrypted digital^ta when said user re§ue§tsJo display said digital data; 
editing said decrypted digital data when said user requests to edit saicTtfiftital data; 
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encrypting said decrypted data again to be stored when said user requests to store said digital 



data; 



encrypting sMd4ecryp ted data again to be copied wfc en sajfKiser requests to copy said digital 
data; and 

encrypting said decrypted data again tol^e^transferred when said user requests to transfer said 
digital data[;] a 

wherein said steps of decrypting and encrypting again are^fr^naged by a copyright control 
program. 



REMARKS 

Claims 95, 111 and 127 have been amended to correct certain informalities thereof and to 
more particularly point out and distinctly claim the subject matter to which the applicant regards as 
his invention. The applicant respectfully submits that no new matter has been added. It is believed 
that this Amendment is fully responsive to the Office Action dated March 16, 1999. 



Election/Restriction : 

The applicant hereby affirms the election of claims 95, 97, 99, 101, 103-105, 107, 109-1 11, 
113, 115, 117, 119-121, 123, 125-127, 129, 131, 133, 135-137, 139, 141 and 142. 



Specification : 



